

XXXXXXXXXXXX HIGH SCHOOL

TERMS AND CONDITIONS
for

USE OF COMPUTER FACILITIES AND INTERNET PRIVILEGES
At XXXXXXXXXXXXX High School, computer access and educational Internet privileges are available to all our staff and pupils.  
Optimal use of the Internet and other ICT resources provided by the school is dependent on the proper conduct of both staff and pupils, who are expected to adhere to certain guidelines of acceptable usage, as determined by the appropriate school structures. The guidelines provided here are to make you aware of your responsibilities and accountable for your actions.
In general this requires the efficient, ethical and legal utilisation of all network resources. If any user violates any of these provisions, the privilege will be revoked and future access may be denied. The signatures at the end of this document are binding and indicate that the signatories have read the terms and conditions carefully and that they understand their significance.
SCHOOL COMPUTERS AND INTERNET ACCESS: TERMS AND CONDITIONS

1. Acceptable Use: Use of the school computers must be in support of education and research that is consistent with the educational objectives of the school.
2. Unacceptable use: Transmission or reception or storage of any material in violation of any South African or school regulation is prohibited. This includes, but is not limited to the following: copyrighted material, threatening, harassing or obscene material, or material protected by trade secret. Use for commercial activities is not acceptable. Use for product advertisement or political lobbying is also prohibited. Any transmission or reception of pornographic material is expressly prohibited and will result in the cancellation of computer privileges, as well as further disciplinary action. The same applies to any pupil found guilty of cyber-bullying or cyber-harassment.
3. Privileges: The use of school computers and the Internet is a privilege, not a right, and unacceptable use will result in a cancellation of those privileges and the taking of appropriate school disciplinary action.

4. Rules for using computer equipment 
a. Food and drink are not allowed in any computer area.

b. No software may be installed on or deleted from the computers. This includes games which may not be installed or played at any time.

c. Do not alter or remove any computer files that do not belong to you.

d. All copyright laws are to be observed.

e. No computer or peripheral device may be moved, opened or disconnected. This will be dealt with as theft. 
f. Pupils should report any computer problems to their teachers immediately. This includes all hardware and software problems, as well as any logon/password and malware issues (spyware, viruses etc.).
g. Appropriate behaviour and common courtesy are expected at all times. There is to be no running, shouting or loud noise in the computer labs.

h. Users may logon only under their own username and password, and may not impersonate another user for any purpose (since each pupil is entitled to a username, even if they do not take CAT or IT as a subject). Pupils may not logon to more than one PC at a time. Pupils may not divulge their password to other pupils – misuse of a pupil's username and password will be regarded in a serious light, and may result in the suspension of the guilty pupil’s privileges.

i. Anyone found attempting to breach security will immediately forfeit the privilege of using the computer facilities.

j. Pupils may not access any inappropriate Internet sites. This includes sites that contain elements of nudity, pornography, foul language, racism, violence and any other sites containing material that may be deemed offensive.
k. Pupils may not upload or save files onto the local C: drive, or onto any other unauthorised drive or folder. The school’s network is reserved for bona fide school work and projects, and any ‘private’ files found on the network (e.g. games, video clips, music and picture files) will summarily be removed. 
l. There is to be no unnecessary loitering in a computer lab. Like a library, this is a place for serious learning and studying, and not a venue for non-computer-related socialising. 
m. No Internet chat facilities may be used without the express approval of the teacher in charge. 
5. Network etiquette: You are expected to abide by the generally accepted rules of network etiquette. These include (but are not limited to) the following:

a. Be polite at all times.
b. Use appropriate language, avoiding personal and hurtful remarks.
c. Do not reveal your personal address or contact details, or those of any other pupil or staff member, to anyone on the Internet. 
d. Do not use the network in any way that is obstructive or disruptive for other users. 
e. All communications and information accessible via the network should be assumed to be the private property of the school or of the originator of the specific document, file or communication.
6. XXXXXXXXXXXXX High School will not be held responsible for any damages or inconvenience that you may suffer as a result of your use of the computers, such as data loss resulting from delays, non-deliveries or service interruptions.

7. Security: Security on any computer system is a high priority, especially when the system involves many users. If you identify a security problem on the Internet or network, please notify the school’s Computer Network Manager immediately.
8. Vandalism: Vandalism is defined as any malicious attempt to harm or destroy the data of another user, the local or network operating system, the hardware or software of the computers themselves, or the wider network or Internet. This includes, but is not limited to, the uploading or creation of computer viruses or any other type of malware. Anyone found guilty of vandalism will have his or her computer privileges revoked.
9. Duration of Agreement: The Contract Agreement for Pupil and Parent comes into force upon the signing of the contract and ends when the pupil leaves XXXXXXXXXXXXXXX High School. This agreement is binding on all parties.

CONTRACT AGREEMENT FOR PUPIL AND PARENT FOR

XXXXXXXXXXXX HIGH SCHOOL

USE OF COMPUTER FACILITIES AND INTERNET PRIVILEGES

Directions: Please read and complete the following contract in full and legibly. The signature of a parent or guardian is also required. Please return the contract to the school secretary, or to your class teacher. Any queries should be addressed to the Network Manager. Keep your copy of the terms and conditions for your own records.
PUPIL 

I have read the covering letter and the terms and conditions. I understand and will abide by the stated terms and conditions. I further understand that violation of the regulations is unethical and may constitute a criminal offence. Should I commit any violation of the regulations my access privileges may be revoked, school disciplinary action will be taken and/or appropriate legal action may be taken against me.
PUPIL’S FULL NAME:


(please print)

PUPIL'S SIGNATURE:


DATE:


PARENT OR GUARDIAN
As parent / guardian of the above pupil I have read the terms and conditions. I understand that use of the school’s computer facilities and Internet access is designed for educational purposes only, and that XXXXXXXXXXXXXX High School has taken reasonable precautions to prevent access to inappropriate material. However, I also recognize that it is impossible for XXXXXXXXXXXXXX High School to restrict access to all inappropriate material and that XXXXXXXXXXXXXX High School will therefore not be held responsible for any material acquired by my child on the network or Internet. I further understand that any violation of these regulations by my child may result in the revoking of privileges, and may also result in further school disciplinary and/or legal action. I hereby give permission for my child to have access to the school network and the Internet, and certify that the information contained in this form is correct.
PARENT / GUARDIAN 
(FULL NAME):


(please print)
SIGNATURE:



DATE:



